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DETAILED ACTION 
Specification 

1 . The disclosure is objected to because of the following informalities: 
• On page 2, line 1 5, "my" should be -by-. 

Claim Rejections - 35 USC § 112 

2. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

3. Claims 11. 12. 25. and 26 recite the limitation "the object language" in the first 
line of each respective claim. There is insufficient antecedent basis for this limitation in 
the claim. However, for examination purposes, Examiner treats the rejected claims as 
being dependent upon claims 3 and 17. 

Claim Rejections - 35 USC § 102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

5. Claim 34 is rejected under 35 U.S.C. 102(b) as being anticipated by Carter (U.S. 
Patent No. 5,787,175). 
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Regarding claim 34 . Carter teaches a method for creating a document with 
secure annotations, comprising: 

• Providing an electronic document (fig. 4, ref. num 54,90); 

• Providing an annotation pertaining to the electronic document (fig. 1 0, ref. num 
176); 

• Encrypting the annotation using an encryption key associated with a user 
generating the annotation, wherein access to the encrypted annotation is 
available to users having access to the annotation encryption key (fig. 10, ref. 
num 180 and 182 and col. 20, lines 51-65); and 

• Associating the encrypted annotation with the electronic document such that 
access to electronic document is provided to at least one user and access to the 
encrypted annotation is provided only to users having the annotation encryption 
key (fig. 11, ref. num 192). 



Claim Rejections - 35 USC § 103 

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

7. Claims 1-33 and 35-42 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Carter (USPN '175) in view of Follendore. Ill (U.S. Patent No. 



6,011,847). 



Application/Control Number: 09/766,142 Page 4 

Art Unit: 2136 

Regarding clainns 1.15. and 31 . Carter teaches a [secure content object] 
method/system for protecting an electronic document, comprising: 

• Encrypting the electronic document using a document encryption key (fig. 6, ref. 
num 112 and col. 13, lines 4-17); 

• Generating a multi-key encryption table for use in a multi-key encryption method, 
the table comprising at least one multi-key component (fig. 6, ref. num 114,116, 
and 118 and col. 13, line 18 through col. 14, line 22); 

• Associating a user interface device with the encrypted header, the multi-key 
encryption table and the encrypted electronic document, wherein the user 
interface device comprises unencrypted information for identifying the electronic 
document and an interactive element for enabling a user to input a user 
authorization for access to at least a portion of the encrypted electronic 
document (fig. 9, ref. num 152 and col. 16, lines 16-29); and 

• Combining the user authorization with each of the stored multi-key components 
in the multi-key encryption key table to decrypt the encrypted header (fig. 9, ref. 
num 160 and 162 and col. 16, line 60 through col. 17, line 26). 

Carter does not teach generating an encrypted header comprising information 
pertaining to the electronic document or upon a valid decryption of the encrypted 
header, decrypting the portion of the encrypted electronic document. 
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Follendore. Ill teaches generating an encrypted header comprising information 
pertaining to the electronic document (fig. 2, ref. num 224 and col. 1 , lines 22-25); and 
upon a valid decryption of the encrypted header, decrypting the portion of the encrypted 
electronic document (fig. 2, ref. num 242). 

It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to combine generating an encrypted header comprising 
information pertaining to the electronic document and upon valid decryption of the 
header, decrypting the encrypted electronic document, as taught by Follendore. Ill , with 
the method/system of Carter . It would have been obvious for such modifications 
because a header defines the data portion of the document. When the header is 
decrypted, a decryption key contained in the header for decrypting the document allows 
the key to be transmitted safely. 

Regarding claims 2. 16. and 32 . the combination of Carter in view of Follendore. 
Ml teaches wherein the encrypted header includes an encryption marker comprising a 
random number sequence followed by a derivable variation of the same random 
number sequence, wherein a valid decryption of the encryption marker indicates that 
the document encryption key has been found (see fig. 2, ref. num 230, 232, and 234 
Follendore, III). 



Application/Control Number: 09/766,142 Page 6 

Art Unit: 2136 

Regarding claims 3 and 17 . the combination of Carter in view of Follendore. Ill 
teaches wherein the electronic document comprises content information that is 
formatted based on an object language having a set of formatting rules (see col. 8, lines 
17-26 of Carter). 

Regarding claims 4 and 18 . the combination of Carter in view of Follendore, III 
teaches wherein the user interface device comprises a second electronic document 
(see col. 5, lines 34-39 of Follendore, III). 

Regarding claims 5 and 19 . the combination of Carter in view of Follendore. Ill 
teaches wherein the information pertaining to the electronic document comprises a user 
permission table for access to all or portions of the electronic document and wherein 
only those permitted portions of the electronic document are decrypted (see col. 8, lines 
51-59 of Carter). 

Regarding claims 6 and 20 . the combination of Carter in view of Follendore. Ill 
teaches wherein the encrypted header and the encrypted electronic document are 
encrypted using different encryption keys and wherein the multi-key encryption table 
includes at least one multi-key component for each encryption key (see fig. 4, ref. num 
428, 430, 432, and 434 of Follendore, III). 
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Regarding clainns 7 and 21 . the combination of Carter in view of Follendore. ill 
teaches wherein the encrypted header further comprises a fingerprint for identifying 
some predefined aspect of the electronic document (see fig. 2, ref. num 230, 232, and 
234of Follendore, III). 

Regarding claims 8 and 22 . the combination of Carter in view of Follendore. Ill 
teaches wherein the electronic document comprises a plurality of individual electronic 
documents and the encrypted header comprises information pertaining to each of the 
individual electronic documents (see col. 9, lines 44-49 of Carter). 

Regarding claims 9 and 23 . the combination of Carter in view of Follendore. Ill 
teaches wherein the information pertaining to the electronic document comprises a user 
permission table setting forth access to all or portions of each of the individual electronic 
documents and wherein only those permitted portions of the authorized electronic 
document are decrypted (see col. 8, lines 51-59 of Carter). 

Regarding claims 10 and 24 . the combination of Carter in view of Follendore. Ill 
teaches wherein the content information is selected from the group consisting of text, 
graphics, equations, tables, spreadsheets, pictures, video files, audio files, multimedia 
files and binary data of unknown format (see col. 8, lines 17-26 of Carter). 
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Regarding claims 1 1 and 25 . the combination of Carter in view of Follendore. Ill 
teaclies wlierein the object language comprises Adobe Acrobat (see col. 8, lines 17-26 
of Carter). 

Regarding clainns 12 and 26 . the combination of Carter in view of Follendore. Ill 
teaches wherein the object language comprises a language which interprets Microsoft 
Word documents (see col. 8, lines 17-26 of Carter). 

Regarding claims 13 and 27 . the combination of Carter in view of Follendore. Ill 
teaches wherein the encrypted header includes an encryption marker comprising a 
random number sequence followed by a derivable variation of the same random 
number sequence, wherein a valid decryption of the encryption marker indicates the 
header encryption key has been found (see fig. 2, ref. num 230, 232, and 234 
Follendore, III); and wherein the encrypted electronic document includes an encryption 
marker comprising a random number sequence followed by a derivable variation of the 
same random number sequence, wherein a valid decryption of the encryption marker 
indicates the document encryption key has been found (see fig. 2, ref. num 234, 236, 
and 238 of Follendore, III). 

Regarding claims 14. 28. and 33 . the combination of Carter in view of Follendore. 
ill teaches wherein the electronic document includes a document ID and wherein the 
document encryption key includes a combination of the document ID, the user 
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information and the multi-key components, for each authorized user (see fig. 4, ref. num 
92 and 96 and col. 13, line 63 through col. 14, line 5 of Carter). 



Regarding claim 29 . the combination of Carter in view of Follendore. Ill teaches 
wherein the electronic document comprises a first electronic document and an 
annotation associated therewith, wherein the annotation is encrypted using an 
encryption key associated with a user generating the annotation (see fig. 10, ref. num 
176, 180 and 182 and col. 20, lines 51-65 of Carter); and wherein the encrypted header 
includes information pertaining to the first electronic document and the annotation (see 
col. 9, lines 56-61 of Follendore, III). 

Regarding claim 30 . the combination of Carter in view of Follendore. Ill teaches 
wherein the multi-key encryption table is located remote from the user interface device 
(see col. 8, lines 27-39 of Carter). 

Regarding claim 35 . Carter teaches a method for creating a document with 
secure annotations, comprising: 

• Providing an electronic document, wherein access to the electronic document is 
available to a first set of users (fig. 4, ref. num 54,90); 

• Generating a plurality of annotations pertaining to the electronic document using 
the document language (fig. 10, ref. num 176); 
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• Encrypting each annotation using an annotation encryption key associated witli a 
user generating the particular annotation, wherein access to an encrypted 
annotation is available to users having access to the respective annotation 
encryption key (fig. 10, ref. num 180 and 182 and col. 20, lines 51-65); 

• Associating the second electronic document with the electronic document such 
that access to the electronic document is available to the first set of users and 
access to the encrypted annotations in the separate file is provided only to users 
having the required encryption keys (fig. 1 1 , ref. num 192). 

Carter does not teach concatenating the plurality of encrypted annotations in a 
second electronic document. 

Follendore. Ill teaches concatenating the plurality of encrypted annotations in a 
second electronic document (fig. 2, ref. num 224). 

It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to combine concatenating the annotations in a second document, 
as taught by Follendore, III , with the method/system of Carter . It would have been 
obvious for such modifications because the annotations can become many for only one 
file. By combining the annotations into their own electronic document, they can be 
handled on their own with their own keys separate from the electronic document. 
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Regarding claim 36 . the combination of Carter in view of Follendore. Ill teaclies 
further comprising the step of merging the second electronic document and the 
electronic document into a third electronic document (see fig. 2, ref. num 222 and 224 
contained within 218 of Follendore, III). 

Regarding claim 37 . the combination of Carter in view of Follendore. Ill teaches 
further comprising the step of encrypting the first electronic document using a document 
encryption key, wherein access to the encrypted electronic document is provided only to 
users having the required encryption key (see fig. 6, ref. num 112 and col. 13, lines 4-17 
of Carter). 

Regarding claim 38 . the combination of Carter in view of Follendore. Ill teaches 
further comprising adding an unencrypted header identifying the generating user to 
each encrypted annotation (see fig. 2, ref. num 220 of Follendore, III). 

Regarding claim 39 . the combination of Carter in view of Follendore. Ill teaches 
further comprising, for each annotation encryption key: 

• Generating a multi-key encryption table for use in a multi-key encryption method, 
the table comprising at least one multi-key component (see fig. 6, ref. num 114, 
116, and 118 and col. 13, line 18 thru col. 14, line 22 of Carter); 
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• Providing a user interface for enabling a user to input a user authorization for 
access to at least a portion of an encrypted annotation (see fig. 9, ref. num 152 
and col . 1 6, lines 1 6-29 of Carter); 

• Combining the user authorization with each of the stored multi-key components 
in the multi-key encryption key table to decrypt the annotation, wherein valid 
decryption of the annotation indicates the correct annotation encryption key has 
been found (see fig. 1 1 , ref. num 1 92 of Carter). 

Regarding claim 40 . the combination of Carter in view of Follendore. Ill teaches 
further comprising, for each annotation encryption key: 

• Generating a multi-key encryption table for use in a multi-key encryption method, 
the table comprising at least one multi-key component, wherein each annotation 
includes an encrypted header (see fig. 6, ref. num 114, 116, and 118 and col. 13, 
line 18 thru col. 14, line 22 of Carter and fig. 2, ref. num 224 of Follendore, III); 

• Providing a user interface for enabling a user to input a user authorization for 
access to at least a portion of the encrypted annotation (see fig. 9, ref. num 152 
and col. 16, lines 16-29 of Carter); 

• Combining the user authorization with each of the stored multi-key components 
in the multi-key encryption key table to decrypt the encrypted header (see fig. 9, 
ref. num 160 and 162 and col. 16, line 60 through col. 17, line 26 of Carter); and 

• Upon a valid decryption of the encrypted header, decrypting the portion of the 
encrypted annotation (see fig. 2, ref. num 242 of Follendore, III). 
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Regarding claim 41 , the combination of Carter in view of Follendore, III teaches 
wherein the encrypted header includes an encryption marker comprising a random 
number sequence followed by a derivable variation of the same random number 
sequence, wherein a valid decryption of the encryption marker indicates the annotation 
encryption key has been found (see fig. 2, ref. num 230, 232, and 234 Follendore, III). 

Regarding claim 42 , the combination of Carter in view of Follendore. Ill teaches 
wherein the separate file and the electronic document are stored in different locations 
(see col. 9, lines 37-43 of Follendore, III). 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Brandon Hoffman whose telephone number is 703-305- 
4662. However, my new office number will be 571-272-3863 after our October 25 
move. The examiner can normally be reached on M-F 8:30 - 5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 703-305-9648. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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